Cryptography II

Course 780 (Graduate), 381.3 (Undergraduate)

Spring 2006 Queens College

Prof. Kent D. Boklan

T, R (that is, Tuesday and Thursday) 6:30-7:45

We continue our investigations into the world of secret codes and less than secret methods. This semester we focus on more mathematical topics including some protocols, some attacks and some theory. And maybe we’ll even break a few secret codes. And then we will address, in the immortal words of Buffy, “Where do we go from here?”

Topics will include:  Quadratic residues and reciprocity and calculating square roots

                                  Factoring through sieving

                                  The Pohlig-Hellman algorithm and the index calculus

                                  Key distribution protocols

                                  Error correcting codes
                                  Information Theory

                                  Secret Sharing

                                  Random oracle models

                                  Language entropy 

                                  and the elementary theory of elliptic curves and elliptic curve 
                                         Diffie-Hellman

Prerequisites: Cryptography I or permission of the instructor. This course includes quite a bit of Mathematics so a strong background is strongly recommended. 

